~___ Approved For Release 2011/02/28 : CIA-RDP88B00443R000903760007-3

S. 805

Be it enacted, cte., That whoever, by viitue
of lus emblcyment by or perfoimance of
gervices tor the Uniiecd States or by virtue of
his esaployrmaent by any person, firm, or cor-
y.ration performing services for the United
States or by virtue of his service in the armed
furces of the United States. having obtalied,
or havina had custody cf, aceoss to, or kncewl-
cdee of (1) any information concermng the
nalure, preparation, or use of uny code,
cipher, or cryptegraphic or cryptanalytical
sysiem of the United States or any foreign
government, or (2) any infos mation concern-
ing the dcsign, construction, use, mninte-
nance. or repair of any device, apparatus,
cr spplnce used or prepared or p-unned for
use by the United States or any foreign gove
ernment for cryptographic or cryptanalytic
purpeses, or (3) any material which has been,
or purLwts to bave been, prepared or trans-
mitted in or by the ute of any code. cipher,
or cryptographic system of the United States
or auy forcign g.vernment, or (4) any in-
formation concerning the cryptographic or
cryptanalytic aciivities of the United Siates
or any foreign government, or (5) sany in-
formation which has been or purports to have
heen derived from cryptanalysis of messages
transm:tted by the United States or any
forcign gO\'crmncm.W. without
au-hcrizatton by the head of the department
or a%oney by which such person was employed
or in which he performed services at the
t:me vhen he had custedy ©f or nccess to
or o:imined knowleidze of the above-described
irformat.on or matcnial, communicate, fur-
n.zh, or transmit to snothfr or ith any
s AT AT or_materal. saall be Bncd
not moie an 000, or smprisoned not
mcoe titan 10 years. or both.  Authorizations,
as herein proviced. shall be granted only in
ecio:éance w.th rcgulations prescribed by
tre Presi”ont.

€rc. 2. Wheover, by virtue of his emnlcy-
nmont by or performance of services for any
fcreign gevernment or by virtue of his serv-
fc~ in the arme:! forces of any foreign govern-
neat, having obtained, or having had custody

¢, ncorss to, or xnowicdge of (1) any in-

[ V249
formniicn concerning the nature, prepira-
tizn. cr ura ¢f any code, c.pher, or crypto-
granhic or cryp.onalytical sysiem of the
Un.icd S.2ies, or (2) any information con-
cerning the des.gn. consiruction, use, main-
tonance, or repaar of any device, apparatus, or
erpiiince used or prepared or planned for
use by tihe United Siates for cryptographic
or crypianalitic purgese, or (3) any material
viich Las Leoea, or purports to have been,
picpared cr transmitted in or by the use of
any ccde, civher, or crypiographic system of
the United States, or (4) any information
ot the eryptographic or cryplanalytic

actinitics of the United S:ates, or (5) any
?infermation which has been or purports to
have teen derived from cryptrnalysis of mes-
g-£cs transmit.ed by the United Sintes, shall
§-mml;v, without joint authorization by the
ccretary of State, the Sceretary of War, and
the Sccictory of the Navy communicate, fur-
nish, or toansmit to anothier or pubdlith any
guch information or material. shall be fined
not more than $10.00). or imprisoned not
more than 10 years, ur both.

€gc. 3. Tae torm “foreign government™ as
wed herein inciudes any Ferson or Fersons
actuing or purporting to act for or on Lehaif
of any muitary or naval force, faction. paity.
department. £gency, cr kureau of or within
a foreign coun.ry, or for or on tehalf of any
government OF ANy BCTEON CT persons pur-
porting to act r& a pevernment within a for-
cign couniry. whether or nct such govern-
ment s reccyn:zed by the United Siates.

Src. 4. (a) The terms ‘“code” “c:pher™
and “cryptographic” ns used hereln include
any rccret writing, deccption, mechanicai or
cicctrical device or other methcd used for
the putpese of dissuising or concealing the
pieaning of any communication.

(L) The term  “cryptanalytic” as used
1>re:n includes oll metheds of intercepiion
and all meihods ol obtaining infurmation of
tl:e conients ¢f cryptograplhic ccmmunica-
uer.

Sec. 5. Nothing in this act shall prohibit
the furni:iing. uron lawful demand, of in-
formation 10 any recgularly constituted com-
it ioe of the Senste or House of Representa-
Livcs of the Unied Stiates of America.
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IN THZE‘SENATE OF THE UNITE.D STATES

Mar 17 (legislative day, May 10), 1948

Mr. Gonrer introdaced the follo vice and refer,
wing bill; which was
i A to the Commxtxee on Armed Sermzd twwe Rnd referred
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To enhance further the security of the United States by prevent-
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Be it enacted by the Senate and House of Represevua
tives of the United States of America in Congress assembled,
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That whoever shall communicate, furnish, transmit, or other-
wise make available to an unauthorized _person, or pubhsh,
or use m any manner Pl‘e]lld.lcm.l to the sa.fety or interest ~ ?
of the Umted States or for the benefit of any forengn gov- 1
emment to the detnment of the United States any classxﬁed
m.formahon (l) oonoermng the nature prepamtnon, Or use

of any oode mpher __or cryptographnc By stem .,f‘ ﬁ\e Umted
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:.1 St.tes w my f,:e’gn govemment or (2) ooncemmg the
deSlgn, construct;on, use‘ mamtenance or repair of any
device, appamtus, br.appﬁmae mad or prepared or planned
for use by the Unnited Btates or any forengn government for
crypfographicwr “communication  imtelligence purposes; or
(3) concerning the ‘cormunication inteBigence activities of
the Umte& States or any forexgn government; or (4)

obuuned by tﬁe ?rmesses of communicatign intelligence from
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(c) The term “foreign government” s nsed herein

 shall be ‘obnstryed to include in its meaning eny person ‘or

persons acting or purporting to act for or on jbehalf iof
any faction, party, department, ugency, bureau, or military
force of or within a foreign oou;m'y, or for or on behalf
of any government or any person or persons purporting to
act as a .government within a foreign couhtry, whether or
not such government is recognized by the United States.
(d) 'i‘he ferm “commuﬁication intelligence” as used
herein shall be coﬁstrued to mean all procedures and methods
nsed m the iﬁterception of commnnicatiom and the obtain-

ng of information from such communications by other than

the intended recipients. The terms “communication intelli-

s used herein shall be eonstrued seeordingly-

(e) The t/e/rm “unauthorized person” as used herein
shall be construed to mean any person who, or agency which,
is not authorized to receive information of the categories
set forth in section 1 of this Act, by the President, or by
the head of a department or agency of the United States
Government which is expressly designatediby the President
to engage in mmM@tion intelligence activities for the
United States.

‘8EC. 3. Nothing in this Act-shall prohibit the furnish-
ing, upon lawful demand, of information to any regularly
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1 constituted committee of the Senate or House of Representa-

2 tives of the United States of America, or joint committee

3 thereof.
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A BILL -

To enhance further the security of the United
States by preventing disclosures of infor-

.. mation concerning the cryptographic sys-
tems and the communication intelligence ac-
tivities of the United States.

By Mr. Gorney

Mar 17 (legislative day, MaY 10), 1848

Read twice and referred to the Committee on
Armed Services .

May 28 (legislative day, May 20), 1048
Reported with amendments
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Calendar No. 91
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[Report No. 111)

IN THE SENATE OF THE UNITED STATES

JANUARY 10, 1949

Mr. Typings introduced the following bill; which was read twice and referred

to the Committee on Armed Seivices

MarcH 11 (legislative day, FEBrUARY 21), 1949
Reported by Mr. Jomxsox of Texas. with amendments

[Omit the part struck through and insert the part printed in ftalic)

A BILL

To enhance further the security of the United States by pre-

wch:cn»wto

10

venting disclosures of information concerning the crypto-
graphic systems and the communication intelligence activi-
ties of the United States.

Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
That whoever shall knowingly and willfully communicate,
furnish, transmit, or otherwise make available to an unauthor-
ized person, or publish, or use in any manner prejudicial to
the safety or interest of the United States or for the benefit
of any foreign government to the detriment of the United
States any classified information (1) concerning the nature,
preparation, or use of any code, cipher, or cryptographic

system of the United States or any foreign government; or
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(2) concerning the design, construction, use, maintenance,
or repair of any device, apparatus, or appliance used or
prepared or planned for use by the United States or any
foreign government for cryptographic or comrpunication
intelligence purposes; or (3) concerning the communication
intelligence activities of the United States or any foreign
government; or (4) obtained by the processes of communi-
cation intelligence from the communications of the Enited
States or any foreign government knowing the same to have
been obtained by such processes, shall be fined not more than
$10,000 or imprisoned not more than ten vears, or both.

SEC. 2. (a) The term “classified information” as used
herein shall be construed to mean information which, at the
time of a violation under this Act, is, for reasons of national
security, specifically designated by a United States Govern-
ment agency for limited or restricted dissemination or
distribution.

(b) The terms “code”, “cipher”, and “cryptographic
system” as used herein shall be construed to include in their
meanings, in addition to their usual meanings, any method
of secret writing and any mechanical or electrical device or
method used for the purpose of disguising or coﬁcealing the
contents, significance, or meanings of communications.

‘(c) The term “foreign government” as used herein

shall be construed to include in its meaning any person or

Approved For Release 2011/02/28 : CIA-RDP88B00443R000903760007-3



Approved For Release 2011/02/28 : CIA-RDP8SBOO443R000903760007-3

© o = o o e W W

10
11
- 12
13

3
persons acting or purporting to act for or on behalf of any
faction, party, department, agency, bureau, or military force
of or within a foreign country, or for or on behalf of any
government or any person or ‘persons purporting to act as a
government within a foreign country, whether or not such
government is recognized by the United States.

(d) The term “communication intelligence” as used
herein shall be construed to mean all procedures and methods
used in the interception of communications and the obtaining
of information from such communications by other than the
intended recipients.

(e) The term “unauthorized person” as used herein
shall be construed to mean any person who, or agency
which, is not authorized to receive information of the cate-
gories set forth in section 1 of this Act, by the President, or
by the head of a department or agency of the United States
Government which is expressly designated by the President
to engage in communication intelligence activities for the
United States.

SEC. 3. Nothing in this Act shall prohibit the furnishing,
upon lawful demand, of information to any regularly con-
stituted committee of the Senate or House of Representatives

of the United States of America, or joint committee thereof.
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urther, 1t makes it & crime o reveal meLhode d by A
in breaking the secret codes of & !omfn nation. It also prohibits
under certain penalties the divulgmg of any information which may
have come into this Government's bands as a result of such a code-
breaking. The reason for the latter prohibition is to prevent the
indication to a foreign nation that we had broken their code system.
At present two other acts protect this information, but only in s
limited way. Those are the Espionage Act of 1917 and the act of
June 10, 1933 (48 Stat. 122). Under the first unauthorized revelation
of information of this kind can be penalized oniy if it can be proved that
the person making the rcvelation did so with intent to injure the
United States. Under the second, only diplomatic codes and mes-
sages transmitted in diplomatic codes are protected. The present bill

ia designed to protect against ublication or any oth velation
ess_ol_mtent, of all un nt injormation afiecting ci
%ﬁiﬁ gﬁtmm jon_intelligence opénﬁons and all direct INIOrMA-

n tates codes &nd ciphers.

. As the matter now stands, prevention of the disclosure of informa-
tion of our cryptographic systems, exclusive of State Department
codes, and of communication intelligence activities resta solcly on the
discretion, loyalty, and good judﬁr\?ent of numerous individuals.
Theso individuals are not now prohib'ted from making disclosurcs
which can be most damaging to the eecurity of the United States.
They are subject to the temptations of personal gain and the ad-
vantages of publicity in making sensational disclosures of the informa-
tion within the purview of this act.

The purpose of the bill is well summarized in the quotation from the
Joint Congressional Committee for the Investigation of the Attack
:‘:‘) Pearl Harbor. which recommended. oo page 253 of the report,
- that—

¢ s o effective steps be taken to insure that statutory or otber restrictions
dc not operate to the benefit of an enemy or other forces inimical to the Nation’s
security and to the handicap of our own intelligenoe agencies. With this in mind,
the Congress should give serious study to, among other things, ® ¢ ¢ legis-
lation fully protecting the security of classified matter.

This bill is an sttempt to provide just such legislation for only a
small category of classificd matter, a category which is both vital
and vulnerable, to an almost unique degree.

EXPLANATION OF THE BILL

The bill would make it a crime, punishable by not more than
$10,000 fine, or 10 'years’ imprisonment, or both, to reveal two cate-
gdt:ries of information, namely; (1) Information which would nullify

e efforts of United States communication intelligence agencies, and
(2) information which would permi* foreign governments to read the
socret official communications of the United States. Information of
the first category is covered by the following - phrases -(qualifying
“information"):

& o » concerning the nature, preparation, or use of any code, oipher, or
a'ryptoprblo system of ¢ * * any foreign government. :

e e concerning the design, construction, use, maintenancs, or repalr of
.any device, apparatus, or appliance used c¢ prepared or planned . for use by
® "¢ © gany foreign government. '
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